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General Data Protection Regulation 
By SessionM

What is the GDPR and 
what does it regulate? 
On May 25, 2018, a new landmark privacy 
law called the General Data Protection 
Regulation (GDPR) takes effect in 
the European Union. It is designed to 
strengthen and unify data protection for all 
individuals within the European Union. The 
GDPR gives consumers the right to access 
and control the data that organizations are 
collecting, with options that include the 
ability to opt-out of profiling and to have 
their information deleted entirely. With 
potential penalties of up to four percent of 
revenue, it is a regulation brands must pay 
attention to.  
 
 
Does it affect US brands? 

Yes - but only those who collect, store 
or use personal information of European 
residents. For brands focused on customer 
data management even in the US, it is 
critical to be prepared and take fast action 
when consumers inquire about their 
personal details. 
 
 
How does SessionM help?

Here, we outline the regulations outlined 
within the privacy law, how SessionM is 
preparing brands for major portions of the 
GDPR, and describe how customer data 
management helps brands stay on  
top of their data. 
 

Right of Access: Access to all data collected 
about them

When asked, a company must be able to confirm 
whether it is collecting personal data and provide 
a copy of that data in a readable format within one 
month of the request. SessionM collects and unifies 
data into one profile view, and can confirm whether a 
specific consumer’s personal data is being processed. 
The brand can quickly export a copy of a consumer’s 
personal and collected data within the SessionM 
Platform and export in a digestible format.  
 
Right to Rectification: Correct errors in 
collected data

If a consumer’s personal data is inaccurate or 
incomplete, it can be rectified or completed within 
the SessionM platform. Each consumer has a unique 
profile with editable fields.  
 
Right to Be Forgotten: Erase any or all 
data a consumer does not want retained or 
distributed

When asked, a brand must be able to quickly remove 
all data about a known consumer and confirm this 
removal. Consumers can be deleted or have certain 
details erased directly within the SessionM Platform, 
including all personal, collected, and calculated data 
associated with a specific consumer.  
 
Right to Restrict Processing: Consumers 
can review and object to automated decision 
processes

At a consumer’s request, SessionM can restrict or 
block the processing of personal data. 
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Right to Data Portability: Ability to move 
collected data from one company to another

SessionM Platform provides customer  
profile data in a commonly-used and machine-
readable format. 
 
Right to Object: Ability to stop processing 
personal data at any time

You may ask us at any time to stop processing 
your customer’s personal data. This means 
SessionM will keep the customer in the program 
but they are frozen - meaning he or she can not 
earn or use points, change tier levels, and no data 
is tracked about him or her during this time. 
 
Right to Opt-Out of Profiling: Remove from 
automated processing of personal data and 
behavior

Consumers have the right to be free from 
decisions based solely on automated processing 
of their personal data based on algorithms or data 
models. This means he or she would no longer 
have personalized messaging or targeting, and 
data would not be included in any AI modeling 
data sets. Consumers will be flagged in the 
SessionM Platform if they have opted out of 
profiling. As a default, when brands set up a 
segment in the platform, these consumers who 
have opted out of profiling will not be included in 
marketing outreach. 
 
Right to Withdraw Consent: Right to 
withdraw consent for processing of data

Consumers have the right to request only specific 
forms of contact from a brand. If a consumer has 
previously given consent but later withdraws, you 
can stop the SessionM processing of his or her 
personal data at any time. 

SessionM Customer Data 
Management

Identify your data sources

A critical first step to ensure all customer data 
is being accounted for is to identify where the 
data is being collected. By having SessionM’s 
customer data management capabilities in place, 
a brand can easily identify data sources where 
and when customer data is collected. 

By design, customer data management systems 
integrate with disparate sources and constantly 
monitor and update changes in data. Rather 
than worrying about static lists that become 
out-of-date quickly, brands can be confident 
knowing personal information on each customer 
is accurate and up-to-date.  

Unify data for one easy view

With one 360 degree view of each customer, 
customer service representatives or any brand 
team member with access to customer profiles 
can easily export or delete customer information 
by request. If necessary, edits and changes 
to a customer profile can easily be made and 
updated on the spot. An additional benefit to one 
unified view is the ability to see data history for 
each customer for more accurate records. 

At SessionM, we’re committed to 
building a compliant and secure 
platform for our customers. If you 
have any additional questions on 
our GDPR compliance, please reach 
out to us or contact the Customer 
Success Team. 

Disclaimer: This article does not constitute legal advice and should not be utilized for such purpose. This article is 
intended to provide general background on how SessionM may be able to help you comply with your legal requirements. 
Any questions regarding GDPR should be referred to a qualified attorney. 


